


Cybersecurity challenge

info@labyrinth.tech Labyrinth Deception Platform



Deception-based threat detection

The Labyrinth Deception Platform is changing the cybersecurity paradigm by taking a proactive approach to
threat detection.
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Labyrinth Deception Platform

The platform creates vulnerable IT services and applications, increasing the attack surface and disorienting
attackers. The Labyrinth provokes attackers to act, detects and tracks all their activities, and isolates them
from the actual IT network.
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Business values

Stops sophisticated threats

Detects targeted and advanced
attacks without requiring prior
knowledge of the threat's form,
type, or behavior.

Simple implementation

Quick and easy deployment with
no system conflicts and minimal
maintenance: no databases,
signatures, or rules to configure
and update.

Zero impact on performance

No negative impact on the
performance of network devices,
hosts, servers, or applications
behavior.

Operation costs reduction of
by 30%*

Doesn't collect tons of data,
doesn't generate false positive
alerts, doesn't require special skills
to operate.

Incident response automation

Speeds up incident response by
reducing the average time to
detection and response (MTTD,
MTTR) by up to 12** times.

* https://www.enterprisemanagement.com/news/press_release.ohp?p_id=2659
** NWttps://www.bloomberg.com/press-releases/2020-09-14/cyber-deception-reduces-data-breach-costs-by-over-51-and-soc-inefficiencies-by-32



https://www.enterprisemanagement.com/news/press_release.php?p_id=2659
https://www.bloomberg.com/press-releases/2020-09-14/cyber-deception-reduces-data-breach-costs-by-over-51-and-soc-inefficiencies-by-32

Labyrinth’s components
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Admin VM
(Management Console)

All information collected at the
Points is forwarded to the
Management Console for
incident analysis and
response.

Point

Points simulate applications
and servicesinareal-world IT
environment and interact with
attackers, keeping them inside
the Labyrinth.

Worker VM

The Worker VM is the host that
hosts all the Points in
Labyrinth. It can operate in
multiple VLANs simultaneously.

Host with Seeder Agent

Agents are deployed on real
hosts and distribute attractive
artifacts to them. The artifacts
used by attackers direct them
to Points.
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Solution architecture
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Universal Web Point

Attackers most often use web application
vulnerabilities to hackinto corporate
networks.

Labyrinth has implemented a unique
technology that provides additional
protection for the most used targets

by hackers - web applications and services.
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Universal Web Point

Labyrinth automatically detects
all web applications

on the network and creates
Universal Web Points

that mimic the detected
applications and embed
additional vulnerabilities

in them to make them

more attractive to attackers.
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Use cases

Early detection of network threats Man-in-the-Middle detection
Proactive protection Lateral Movement identification
Targeted attack detection Rapid response to incidents
Reduced Dwell Time Incident investigation
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Use case scenario:
stolen credentials

~ % ssh test3.test20172.16.132.28
The authenticity of host '172.16.132.28 (172.16.132

.28)' can't be established.

ED25519 key fingerprint is SHA256:XEYAihSySo8BfIu8k/51+iXZ+Wré6Itfynjpzt+KEbnc.

This key is not known by any other names.

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes

Warning: Permanently added '172.16.1
test3.test2@172.16.132.28's password:[ll Severity
test3.test2@Rtethys:~$ whoami

test3.test2

O

test3.test2@tethys:~$ i

DETAILS EVE

Status

open

Timestamp Point ID Attacker IP

2024-06-02 20:52:30 sshd-26e9adf2 172.16.254.4

NTS ACTIVITY(0)

2024-06-02 .
Hostname: - Message: CMD: whoami
20:53:22
2024-06-02
Hostname: -
20:52:37
2024-06-02 . i
Hostname: - Message: Terminal Size: 176 50
20:52:37
2024-06-02 K
20:52:37 Hostname: - Username: test3.test2 Message: login attempt [test3.test2/15061988] succeeded
2024-06-02
20:52:37 Hostname: - Name: LC_CTYPE Message: request_env: LC_CTYPE=UTF-8
2024-06-02 . . .
20:52:30 Hostname: - Message: SSH client hassh fingerprint: aae6b9604f6f3356543709a376d7f657
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Alert Reason

Connection to sshd port detected A
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Use case scenario:
network scanning

~ % nmap 172.16.132.30
Starting Nmap 7.94 ( https://nmap.org ) at 2024-06-62 21:38 EEST
Nmap scan report for 172.16.132.30
Host is up (0.031s latency).
Not shown: 992 closed tcp ports (conn-refused)
PORT STATE SERVICE
135/tcp open msrpc
139/tcp open netbios-ssn
445/tcp open microsoft-ds
5357/tcp open wsdapi
49152/tcp filtered unknown
49153/tcp filtered unknown
49154 /tcp filtered unknown
49156/tcp filtered unknown

Nmap done: 1 IP address (1 host up) scanned in 5.93 seconds




Use case scenario:
web scanning
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Use case scenario:
detecting MITM

sudo python2 Responder.py -1 eth2

Responder

Author: Laurent Gaffie (laurent.gaffie@gmail.com)
To kill this script hit CRTL-C

Poisoners:
LLMNR
NBT-NS
DNS/MDNS

HYTP server
HTTPS server
WPAD proxy




Multitenancy
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RBAC: system users
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Integrations
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API
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