
 

 
 

 
 
 

 
Labyrinth Deception Platform changes an attack surface providing adversaries 
with an illusion of real infrastructure vulnerabilities. Each part of the imitated 
environment reproduces the services and content of a real network segment. The 
solution is based on Points - smart imitation hosts that mimic special software 
services, content, routers, devices, etc. Points detect all malicious activities inside 
a corporate network providing comprehensive coverage of all the possible attack 
vectors.  
 
LDP simulates a broad range of real services (mail, web applications, etc.). Additionally, the system mimics 
the user’s network connectivity and all kinds of decoys (files, links, ssh keys, etc.), to increase the probability 
of an attacker getting into simulated services. 
 
To protect OT/SCADA infrastructure, Point types have been developed that can emulate Web PLC interfaces 
and Siemens S7comm, SNMP, Modbus protocols. For IoT protection a MQTT server imitation has also been 
added. 

 

   

   

   

 
  

   
 



 

 
 

 

 

 

Installation in VMware vSphere 6.5 or above, Microsoft Hyper-V 2016 or above, Microsoft Azure Cloud and 
Proxmox 8.2 is officially supported.  

AdminVM (Management Console) 4 vCPU (cores), 16 GB RAM, 500 GB HDD 

Worker Node 8 vCPU (cores), 16 GB RAM, 200 GB HDD 

Details of the installation process are described in the Labyrinth Knowledge Base. 


